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Process Owner�



Corporate Vice President and Chief Human Resources and Administrative Officer�
�
 


Purpose�
This procedure provides the standards and responsibilities to ensure that the receipt and processing of personal information transferred from member states of the European Union and from other European countries are in compliance with safe harbor data protection principles.�
�
 


Attachment�
The following attachment is incorporated into and part of this procedure:


� SYMBOL 183 \f "Symbol" \s 10 \h �	CO No. H407A, Business Contact Personal Information�
�
 


Definitions�
Agent is a company or individual that is authorized to process or otherwise has access to personal information on behalf of Northrop Grumman.





Data subject is any person whose personal information is protected under the European Commission Data Protection Directive 95/46/EC and this procedure.





Directive is a European Union instruction requiring each country that is a member of the European Union to make sure that its own laws conform to the provisions of the directive.





Opt-in/Opt-out refers to direction given by a data subject that nonpublic personal information about that individual may or may not be disclosed to a third party.�
�
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�
 


Definitions (continued)�
Personal information is any information that identifies a data subject, e.g., name and address, or that makes an individual identifiable, e.g., the title of a chief executive officer of a public company, in any form or medium.  Personal information includes:





� SYMBOL 183 \f "Symbol" \s 10 \h �	Sensitive information, as defined in the European Commission Data Protection Directive and for the purposes of this procedure, is information about a data subject’s medical or health condition, racial or ethnic origin, political opinions, religious or philosophical beliefs, trade union membership, or sexual lifestyle.





� SYMBOL 183 \f "Symbol" \s 10 \h �	Business contact personal information is described in CO No. H407A.





Safe harbor is the arrangement agreed to by representatives of the European Commission and the U.S. Department of Commerce that U.S. companies can adopt in order to facilitate the transfer of personal information from the European Union to the U.S.�
�
 


Safe Harbor Principles�
Northrop Grumman has a need to collect, process, store and, in some situations, transfer to third parties personal information relating to its employees, customers, and suppliers in the course of doing business in countries that belong to the European Union (EU) as well as other European countries, e.g., Switzerland and Norway.  To protect and regulate the transfer of personal information from an EU member state to a non-EU country, the European Commission issued a data protection directive allowing personal information to be transferred from EU countries to companies in the U.S. under certain conditions.  An example of such a transfer is where the U.S. company receiving the information abides by the principles of the safe harbor framework as agreed to by the EU and the U.S. Department of Commerce.  





To facilitate the receipt and processing of personal information from EU and other European countries, Northrop Grumman adheres to a self-regulatory program that is compliant with the safe harbor principles of notice, choice, onward transfer, access, security, data integrity, and enforcement as issued by the U.S. Department of Commerce.  Each safe harbor principle is addressed in this procedure. �
�
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�



Notice �
This principle ensures that data subjects are notified in a timely manner about the purposes for which personal information about them is collected and used, and also the mechanisms Northrop Grumman has established that address data subject inquiries and complaints.  This principle also requires that data subjects be notified of the types of third parties that will have access to personal information and the options available to data subjects to limit such disclosure.





Northrop Grumman, i.e., the appropriate entity in the U.S. or the EU, when required, notifies data subjects about the following:


� SYMBOL 183 \f "Symbol" \s 10 \h �	the purposes for which personal information about them is collected.  


� SYMBOL 183 \f "Symbol" \s 10 \h �	Northrop Grumman’s mechanisms for addressing data subjects’ inquiries and complaints.


� SYMBOL 183 \f "Symbol" \s 10 \h �	the types of third parties that will have access to personal information.


� SYMBOL 183 \f "Symbol" \s 10 \h �	the options available to data subjects to limit such disclosures.�
�
 


Choice�
This principle provides for individual requests to opt-out of certain personal information uses and exchanges and to opt-in if sensitive information is being used.





Northrop Grumman, in accordance with CO No. H403, Privacy of Employee Information, collects, processes, and stores personal information for the following purposes:





� SYMBOL 183 \f "Symbol" \s 10 \h �	determining, evaluating, and implementing employment-related actions and obligations.





� SYMBOL 183 \f "Symbol" \s 10 \h �	designing, evaluating, and administering compensation, benefits, and other human resources programs.





� SYMBOL 183 \f "Symbol" \s 10 \h �	designing, evaluating, and implementing employment-related education and training programs.





� SYMBOL 183 \f "Symbol" \s 10 \h �	monitoring and evaluating employee conduct and performance.





� SYMBOL 183 \f "Symbol" \s 10 \h �	maintaining plant and employee security, and health and safety.





� SYMBOL 183 \f "Symbol" \s 10 \h �	collecting and storing customer information.�
�
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Choice (continued)�
� SYMBOL 183 \f "Symbol" \s 10 \h �	making data subjects’ names, images, and other items of business-contact information available by means of website posting, business cards, brochures, and other promotional media to Northrop Grumman’s present and potential customers, suppliers, contractors, joint venture partners, other business associates, and employees.





� SYMBOL 183 \f "Symbol" \s 10 \h �	maintaining business records relating to past, present, and potential customers, suppliers, contractors, joint venture partners, other business associates, and employees.





� SYMBOL 183 \f "Symbol" \s 10 \h �	conducting auditing, accounting, financial, and economic analyses.





� SYMBOL 183 \f "Symbol" \s 10 \h �	facilitating business communications, negotiations, transactions, conferences, and compliance with contractual and legal obligations.





If the company intends to use personal information about EU data subjects for reasons that are not consistent with the above, the affected data subject must be given the opportunity to opt-out of that use or transfer.





Sensitive information cannot be used or transferred for purposes inconsistent with the above unless the affected data subject expressly agrees to such use or transfer.�
�
 


Onward Transfer�
This principle ensures that if personal information is disclosed to agents or third parties, they agree to abide by the applicable safe harbor principles.





The company may transfer personal information to a third party acting as its agent if the third party confirms that it provides the same level of protection required by the safe harbor principles.  In such case, notice and choice are handled as follows:





� SYMBOL 183 \f "Symbol" \s 10 \h �	Notice or choice is not provided to the data subject unless the company intends the agent to use personal information for a purpose incompatible with the purpose for which it was collected.  





� SYMBOL 183 \f "Symbol" \s 10 \h �	Notice and choice is provided to data subjects if the personal information is transferred to a third party who is not an agent of the company.�
�
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�
 


Access�
This principle provides data subjects the ability to access the personal information being maintained by the company and the ability to correct, amend, or delete that information where it is inaccurate.





Upon reasonable request, Northrop Grumman provides data subjects reasonable access to their personal information in accordance with CO No. H403.  Appropriate steps are taken to correct, change, or delete such information if it is inaccurate.�
�
 


Security�
This principle requires reasonable precautions be taken to protect personal information from loss, misuse, and unauthorized access, disclosure, alteration, and destruction.





The company maintains appropriate security to prevent unauthorized processing or disclosure of personal information and to prevent its accidental loss, destruction, or damage in accordance with CP No. J1, Security; CO No. J103, Protection of Information; and CO No. A302, Records Management.  The company further provides for the protection of unclassified company information stored, processed, or transmitted on computer and networked systems in accordance with CP No. R1, Computer Systems and Electronic Media; CO No. R101 Information Technology Services; and CO No. J104, Unclassified Information Systems Security.





Business contact personal information is subject to a lower level of security than other items of personal information (see CO No. H407A).�
�



Data Integrity�
This principle ensures personal information is relevant for the purposes for which it is to be used and that the information is reliable, accurate, complete, and current for its intended use.





Northrop Grumman provides for the accuracy, completeness, currency, protection, and privacy of employee information in accordance with CO No. H403; CO No. A302; and CO No. J103.�
�
 


Enforcement�
This principle ensures there is an in-house dispute resolution program; a readily available and affordable independent third-party dispute resolution mechanism; and verification procedures are in place implementing the safe harbor principles.�
�



Continued on next page


�






Enforcement (continued)�
The company is committed to cooperating with the EU data protection authorities in the investigation of safe harbor compliance issues.


� SYMBOL 183 \f "Symbol" \s 10 \h �	Employees with complaints, access requests, or any other safe harbor issues should contact the local Human Resources representative.


� SYMBOL 183 \f "Symbol" \s 10 \h �	Customers, suppliers, and others with safe harbor issues who do not have access to resources internal to Northrop Grumman should contact the company via the company’s Internet site. 


� SYMBOL 183 \f "Symbol" \s 10 \h �	Any request or complaint that results in a formal dispute is resolved internally by a committee comprised of Northrop Grumman ethics personnel, Human Resources personnel, and/or legal counsel.





The company on an annual basis:


� SYMBOL 183 \f "Symbol" \s 10 \h �	conducts a self-assessment to verify this procedure is adequate and complies with current safe harbor principles.


� SYMBOL 183 \f "Symbol" \s 10 \h �	self-certifies to the Department of Commerce that it has implemented and complies with the safe harbor principles.�
�



Company Element Heads Responsibilities�
Ensure necessary procedures are established for implementing and disseminating the requirements of this procedure.  





Provide for periodic review of such procedures to ensure they are effective and conform to the safe harbor principles and this procedure.





Designate a Human Resources representative to act as a safe harbor focal point and assign responsibilities in accordance with this procedure.�
�
 


Human Resources Representative Responsibilities�
Serve as focal point for coordinating matters concerning safe harbor principles and related issues.





Maintain copies of all self-certifications, self-assessments, forms, and other relevant documents.�
�
 




















