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In the performance of your duties, you may have access to company data, including but not limited to, personal information about Northrop Grumman employees, other private/proprietary/confidential data or technical information, as well as financial, contractor, or organizational data.  You are charged with the responsibility of accessing only the files/information you need to perform your job, as required by CO No. H299, and of safeguarding and maintaining the confidentiality of that information.

Safeguarding includes:

· protecting user ID’s, passwords, any data storage medium, online screens, print-outs, magnetic tapes, magnetic cards, computer servers, databases and related backup files, portable electronic media, personal computer hard disks, laptops, and technical information or configurations from unauthorized access.

· not removing the information from Northrop Grumman Corporation property other than for temporary periods as may be necessary to perform your job, e.g., working from home or on a business trip.

· ensuring that any electronic transmissions made over the public Internet of personal information about any employee or contractor working in countries outside of the U.S., including employees on temporary or expatriate assignments, are provided a reasonable level of security during transmission as required by CO No. J103, Protection of Information, CO No. J103A, Protection of Information Matrix, CO No. J104, Unclassified Information Systems Security, and CO No. H407, Safe Harbor Data Protection.

Maintaining the confidentiality of that information means not disclosing it to anyone other than a Northrop Grumman employee or agent, e.g., a company or individual that is authorized to process or otherwise has access to personnel/payroll data on behalf of Northrop Grumman, with a need to know the information, except as may otherwise be required by law.  These limitations are established to protect you, our employees, the Company, and our customers from unauthorized access to personal, secured private, or proprietary information.  A copy of this Agreement will be maintained by the Data Security Help Desk.

I, the undersigned, hereby acknowledge that I have read and understand my responsibility to safeguard the data described above and to maintain the confidentiality of that data.

I will safeguard that data from unauthorized access or from removal from Northrop Grumman Corporation property, except for such temporary removal as may be necessary to perform my job.  I will maintain the confidentiality of that data by not disclosing it to anyone other than a Northrop Grumman employee or agent with a need to know, except as may otherwise be required by law.  I will not use or misuse for personal benefit any such data.

I understand that violation of these requirements will subject me to discipline, up to and including the termination of my employment with Northrop Grumman Corporation.

	EMPLOYEE NAME (PRINT)

     
	EMPLOYEE NO.

     

	ORGANIZATION

     
	COST CENTER

     

	SIGNATURE


	DATE

     


This disclosure agreement must be completed and submitted along with the

SAP Production Account Request Form to HRIS M.S. A195  
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