PRODUCT
SUBSTITUTION

Q'\t‘ (Q.’
o
&= <
J %
3 — 3
- B I
[11] > .
> &
0
o3 = i
%b. @@
Y d’o
» s oV
Tigpagmio™
[ T i LFTL Ala .~ - T L. WS P LA I N B 0 AU
ANSVAIN Y {0 SR L v R e
L F. L TLE T LR e . il NN

Test Yourself




INTRODUCTION

We take responsibility for Quality and we act with Integrity in all we do. Everyone at Northrop Grumman has the duty to
ensure that these Values are reflected in the products and services we provide. Our customers expect that we will follow precisely
the product specifications set out in the contract. A deviation without prior customer approval is called product substitution and
must be avoided. Every employee is responsible for knowing the specifications, procedures and instructions applicable to their
job. The company’s reputation for quality and integrity as well as the employec’s depends on this.

Product substitution is supplying goods or services that do not meet contract specifications. Some examples are:

m Use of materials or components other than those called for in the contract
m Failure to perform the operations as specified in the contract

m Failure to inspect and test exactly as the contract requires

m Processes performed by personnel or suppliers not certified to do so

m Falsification of documentation related to material content or testing

All materials, testing and quality assurance steps must be followed as specified in the contract, unless a change, deviation or
waiver is approved by the customer. Documentation related to the product and process should be considered part of the product
or service and must be accurate.

Some additional examples of product substitution are:
m Using the wrong solder type
m Reworking of a product by an employee who is not certified or whose certification is out of date
m Using a part that is “equivalent” or even “better than” without prior written approval
m Acceptance stamping a product without having performed the inspection

m Failure to report products (data, software, etc.) which you know to be nonconforming.

Some product substitutions are allowed but only if they have been arranged with and approved by the customer. If a
product substitution takes place without approval, we are not providing what the customer paid for and not delivering
what we promised. Customer approval can be achieved using any of the following processes:

m DEVIATION - Customer authorization before manufacturing to change a design requirement
m WAIVER - Customer authorization during or after manufacturing to change a design requirement because
of nonconformance
m ENGINEERING CHANGE PROPOSAL — A formal request to the customer to make major specification changes
m MATERIAL REVIEW BOARD - Representatives from functional organizations who review, evaluate and

disposition nonconforming material

m CONTRACT SPECIFIC ALLOWANCE/REQUIREMENT - The substitution of “better than” parts is allowable

only when specifically authorized directly or by reference within the contract.



RESPONSIBILITY

The obligation to ensure product integrity and avoid product substitution involves all functions and employees who participate
in the development, procurement, production, inspection and testing of our products. This includes bids and proposals and
negotiations, engineering, procurement, manufacturing, quality assurance and shipping.

An environment that encourages open and candid communication will help employees understand problems and effectively
resolve any compliance issues. It is important that employees not be reluctant to ask questions to identify substitution issues
before they become problems.

If you suspect that there might be a product substitution problem, immediately bring it to the attention of supervision. If you
can anticipate a possible problem and head it off by bringing it to the attention of supervision, it is your duty to do so.

PENALTIES AND RISKS

Product substitution may be the actions of one or more employees. Maybe you know of a stronger or cheaper part or a better or
faster way to perform an operation or even have the new or improved part but don’t have customer approval. Don't do it. The
consequences are serious and may include:

m Injury or loss of life for those using our products

Failed systems

Loss of your job
m DPenalties and fines for both the company and employee
m Damage to company reputation for quality and integrity and the resulting negative consequences for business

Prevention of product substitution depends on the vigilance and attentiveness of employees. Be sure you:

m Read, understand and follow instructions that apply to your operations
m Perform all operations required in proper sequence

m Use current, accurate and complete documentation

Record information accurately
m Sign off only on operations you perform and only when completed

m Communicate, raise issues and seek answers to questions before they become problems

Do not hesitate to speak up if you suspect product substitution or are asked or directed to substitute a product or falsify
documentation. If you have questions or concerns, there are a number of resources that can help: Management, Quality
Assurance, the Law Department, your local Business Conduct Officer (BCO), the Sector OpenLine, or the Corporate OpenLine.



TEST YOURSELF Yis No
The customer is pressing me for a product. Can I take the following steps to help meet the demand?

1. Can I perform an operation out of sequence?

2. Can I skip an inspection step that will be repeated at final inspection?

A particular part called for in the contract is not available. However, there is a part of higher quality that
will achieve the same result.
3. Can I substitute that part if the customer approves?

4. Is verbal approval by the customer all I need?

The certification required for an experienced inspector in my department has expired. I should:
5. Allow the inspector to proceed with product inspections based on experience.

6. Adjust the expiration date of the certification document.

New equipment and techniques have made a particular step in the process outdated. I should:
7. Simply skip it since it won’t affect the result.

8. Bring this to the attention of my supervisor to get approval for change from the customer.

We're under pressure to cut costs. My supervisor has told me that a process change which will save money
will be approved for implementation in two weeks. My supervisor says that:
9. We could “jump the gun” and start now. Is this appropriate?

10. He will adjust the documentation date. Is this appropriate?

CORRECT ANSWERS

. No, unless you receive written approval from the customer or your immediate supervisor.
. No. All testing and quality assurance steps must be followed.
Yes.
No. Documented approval is required.
. If certification is required, it must be current.
No. This is falsifying a document.
No. All products must be exactly as specified in the contract.

Yes. Your suggestions to improve processes are important.
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No. Two weeks means two weeks.
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No. Accurate documentation is part of the product.

Corporate OpenLine 800-247-4952 Electronic Systems 410-765-1919 Information Technology 888-257-7258
Integrated Systems  877-901-5606 Mission Systems  800-445-4714 Newport News 800-423-9378

Ship Systems 800-644-2612 Space Technology  888-814-4567
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