[Communication to Newly Hired European Union Employees]

Northrop Grumman needs to collect and maintain information about its employees around the world in order to satisfy its legal obligations and its normal business management needs and obligations. To realize this need, the company has adopted the “Safe Harbor” registration procedure that was agreed upon between the European Commission and the United States Commerce Department. This procedure facilitates compliance with European Union data protection laws and enables Northrop Grumman entities in the European Union to transfer employee information for business purposes to Northrop Grumman Corporate and appropriate Sector operational offices in the United States.

Please be aware, also, that because of both legal and business requirements, Northrop Grumman’s legitimate business interest in processing employee personal data may include transferring personal data to third party agents located in the United States, or elsewhere outside the European Union, for legitimate business purposes. 

This memorandum and the Corporate Procedure attached provides you with an overview of what Northrop Grumman’s policy and practice is with respect to employee data protection, how these practices affect you, and what you can do to learn more about Northrop Grumman’s Safe Harbor efforts and your rights and obligations under Safe Harbor.

How Safe Harbor Affects You

Corporate Procedure (CO No. H407)

Attached to this memorandum is Corporate Procedure CO No. H407, “Safe Harbor Data Protection.” This procedure highlights Northrop Grumman’s commitment to the Safe Harbor seven principles of data privacy and discusses the corporate procedures that reflect these principles. Each Sector, in turn, has adopted CO No. H407 and has corresponding Sector policies and procedures in the United States to reflect adherence to the Safe Harbor principles.

Local Data Protection Laws

Northrop Grumman’s adherence to Safe Harbor in no way diminishes your rights and protections under the data protection laws of your country. If you would like more information about these laws, please contact your Human Resources representative.

What Northrop Grumman Can Do Under Safe Harbor 

Safe Harbor means that the United States operations can request, collect, process, transfer, and store, for legitimate business reasons, personal information about you. Items of personal information that may be collected and transferred to the United States are listed in the attached Corporate Procedure CO No. H407.

Data Security

In addition to the Safe Harbor Data Protection Corporate Procedure, the company has data security and systems policies that require a reasonable level of security for the transmission of personal data. Acceptable methods of reasonable security are described in CO No. J103 and J103A. For an up-to-date version of CO No. J103 and J103A, please contact your Human Resources representative.

Attached to this memorandum is Corporate Procedure CO No. H407A, “Business Contact Personal Information,” which lists items of information that are subject to a lower level of security because they contain only business contact information.

Before you send any personal information (about you or any other individual) to a location outside of the European Union, you must ensure that the transmission is secure. Please refer any questions you have about data security or electronic transmissions to your local information technology representative.

Enforcement

You have all the rights and enforcement mechanisms available to you through your home country data protection laws. In addition, Northrop Grumman and each of its Sectors in the United States agree to cooperate with the European Union data protection authorities in the investigation of Safe Harbor compliance issues. Moreover, you can reach out to your Corporate or Sector Office of Ethics and Business Conduct within Northrop Grumman if you have any concerns about the processing of personal data or any other business practice.

Northrop Grumman is committed to conducting an annual self-audit of its data protection activities and adherence to the Safe Harbor principles. 

For more information about your data protection rights and Northrop Grumman’s responsibilities under Safe Harbor, please feel free to contact your Corporate or Sector Office of Ethics and Business Conduct.

Attachment—Corporate Procedure CO No. H407, Safe Harbor Data Protection; Corporate Procedure CO No. H407A, Business Contact Personal Information.

